Smart Multi Band Jammer User Manual

Model: PISCES-X

1. Network frequency

Operator GSM CDMA GSM
Network | Frequency(M | Network | Frequency | Network Frequency(
Band Hz) Band (MHz) Band MHz)
GSM 934~954 GSM 954~960
2G CDMA 870~880
DCS 1805~1835 DCS 1835~1850
3G TD-SCD | 1885~1915 | CDMA20 870~880 | WCDMA 2130~2145
MA 2010~2025 | 00
1880~1920 1855~
FDD-LT
4G TD-LTE | 2390~2370 1875 FDD-LTE | 18351855
E 2110 ~
2575~2635
2125




2. Jammer Introduction

The system is based on intelligent shielding management and control technology, and in
the increasingly complex wireless signal environment, it realizes the green blocking of mobile

phone signals, intelligent management and control, also has black and white list functions.

2.1 System structure

The mobile phone signal intelligent shielding management and control system is composed of
an intelligent shielding system and a black and white list management and control system. The
intelligent shielding system mainly realizes the entire network shielding of mobile 3G&4G, GSM
and CDMA network.

The black and white list control system mainly implements the black and white list function of
mobile 2G. The white list can realize the call and text messaging functions, and the black list

restricts the phone and text messaging functions.

2.2 Intelligent shielding system

It consists of network management platform software, shielding control main equipment
and intelligent shielding control remote equipment. RF transmission adopts optical fiber and
feeder transmission media. The network management platform adopts TCP/IP protocol and

adopts five types of transmission media.
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The network management platform mainly realizes the standardized processing of the
collected data, and imports the processed data into the database for storage. Based on the
reported information, distinguishing the source of the reported information belongs to a

specific network format.

The management platform realizes comprehensive data-based applications, and provides

functions such as real-time reporting, historical reporting and query.

The management platform mainly includes the following aspects:
* Management of the collection equipment in the foreground
* Identity authentication (personnel management)
* Authorization management (determine the authority and role of personnel)
* Log management (scanning log, alarm log)
* Operation parameter management

* Time and time synchronization

2.3 Black and White List Management System

Mainly realize the standardized processing of the collected data, and import the processed
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data into the database to release the white listed users, so that the white list can be used for

calls and text messages.

Covered area users

-

2.4.1 Main machine of Smart Jammer

2.4 System Parameter

Name Smart Control Jammer

CDMA:  865-880MHzGSM:  930-960MHz

Working DCS1800+ LTE: 1805-1880MHzTD-F: 1885-1915MHzTD-A: 2010-2025MHz LTE
frequency | 9 G+WCDMA:  2110-2170MHZTD-LTE 2.3G: 2320-2370MHzTD-LTE 2. 6G:
2575-2655MHz

Max Output
(each 10+2dBm
channel )
Maximum 7513dB
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gain

Gain
adjustment =25dB

range

Gain
adjustment 1dB-2dB

Precision

Adaptabilit
Adaptive adjustment of system parameters

y

2.4.2 RTU of Smart Jammer

Name RTU of Smart Jammer

CDMA:  865—880MHzGSM:  930-960MHzDCS1800+LTE:
Working 1805-1880MHzTD-F: 1885-1915MHzTD-A: 2010-2025MHz LTE
frequency 2. 1G+WCDMA:  2110-2170MHzTD-LTE 2. 3G: 2320-2370MHzTD-LTE 2. 6G:
2575-2655MHz

Max output
(each 37+ 2dBm
channel)
Max gain 55+ 3dB
Gain
adjustment =25dB
range
Gain 1dB-2dB
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adjustment

Precision
Adaptability Adaptive adjustment of system parameters
Power
<500W
consumption
2.4.3 Antenna parameter
Parameter
Frequency (MHz)| 880-960| 1710-1850] 1885-1915| 2010-2025| 2300-2400| 2400-2483.5| 2575-2635
Polarization
mode v
Gain® (dBi) =2 =3 =3.5 =4 =4 =4.5 =4.5
. . b
Circularity +0.5 +1 +1 +1 +1 +1 +1
(dB)
Vertical half
power beam 85 55 55 55 55 55 45
width® ° )
Voltage
standing wave <1.5
ratio
P tol
ower tolerance =50
(W)
Intermodulatio
. <-85 <-85 /
n" (dBm)
Interface N-Female
e
vorine ~30°C~+45C
environment
Storage . .
) -40°C~+55"C
environment
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2.5 Intelligent shielding system software monitoring platform function

Function 1: Time-sharing control
According to the actual needs of the site, the jammer can be controlled through the

software platform.

T L GF: EZARE - /ESESHE- 0101000100
RS TR RERER RESR RESH EREREE

[m] ERER AHE EEE L BEESEE

(m] FrearE 08:00:00 08:00:00 2018-10-12 13:39:06
] smaEL 08:45:00 08:45:00 2018-10-12 13:3906
(] FrEarE2 02:00:00 09:00:00 2018-10-12 12:3906
(] AETE2 09:45:00 09:45:00 2018-10-12 13:39:06
(] FraatEs 10:00:00 10:00:00 2018-10-12 13:39:06
] SEmAER 10:45:00 10:45:00 2018-10-12 12:2906
] FrEEE 14:00:00 12:00:00 2018-10-12 13:3906
m] FimatE 14:45:00 14:45:00 2018-10-12 13:39:06
] FrEarEs 15:00:00 15:00:00 2018-10-12 13:3906
(] maES 15:45:00 15:45:00 2018-10-12 12:3906
a GSMTATEiRE 3 31 dB 2018-10-12 12:39:06
] 1R ERE 31 31 d8 2018-10-12 13:3906
] COMATE=RE 31 a1 a8 2018-10-12 12:3908
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Time-sharing control
Function 2: Equipment alarm
Alarm monitoring can be performed on each jammer through the system management

platform.

il STER 0 ZEEESTE

EEER soEs Fryaatial caRtiA

BEERER O WS BERS ” aEEE HENE HERE EERE HERE
R 01010001 00 192.168.7.222 LG TENIESE e 1 2018-10-12 13:38:54.908
ot 01010001 00 192.168.7.222 GSMTTRATINRSE —R=E 1 2018-10-12 13:38:54.877

H2ZDR  SMIBTE /1T =

System alarm

Function 3: Log function

Through the system management platform, you can view the alarm records of each blocker.

{8 : EsEE - RESES(E - 01010001 00
HERTE EE{ERE BEER MESH BESH SCRITERE

(| EHEE FinE mEE RRENEE
O GSMTTENTIEEE = R 2018-10-12 12:39:05
O GSM TSN RIEEE == = 2018-10-12 12:39:05
O LEGMTRASEST = s 2018-10-12 13:39:05
O LEGFREARESE == == 2018-10-12 13:39:05
[l COMATTEITESE = a4 2018-10-12 13:39:05

‘ (] COMATTEN Thassss i} e 2018-10-12 1339:06
O 21GTFEA SRS R e 2018-10-12 13139:06
] 2IGTABARIESE it i 2018-10-12 13:39:06
m| TD-ATTEATHESS = R 2018-10-12 12:39:06
m TD-ATRTE A TIhES= TFE = 2018-10-17 12:39:06

Log management

Function 4: unified management

A new shield can be added through the system management platform to realize the remote

centralized management of the equipment by the system.
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Remote management
Function 5: user management

Through the system management platform, the management authority of different personnel

can be set

F: BrEE o BrEE

O

BAES o LIt Arre i 12

xujm xujm EHEES fEE EBYAL Bl

HIZER EMBERE /1T E‘

User Management

2.6 Black and white list control equipment platform software

1. Equipment Management

BEREER : XXXEES ( FNEDEE) 5 2D : 150101001 L GSMEE
BiFRE = CPUES 25% PR 0.0dBm RS« *:
Lt « = R 18% R 12 BFkEE 3.5.G,PCS.047
EiEE=: s TRiE 0% BEEE 42 LiasE 2019-04-01 16:31:18
[ == J[ #ms [ zem |[ mm || FiE il = ] a= ]
Trees mmen | snze [ ceen | sees | mEe
= suEm Ll #niE B E3are
0 EMEES 11 | ] | 2019-04-01 16:00:18
1 BDEER | 683 [&] | 2019-04-01 16:00:8
2 AT dB 0 2019-04-01 16:00:18
3 ESREES | 121 ] | 2019-04-01 16:00:18
2 FRIERD | 461 ] | 2010-04-01 160018
5 EETRIER dB | 0 i | 2019-04-91 16:00:18
6 EEEE | - | a12 5] | 2010.04-01 15:00118
7 ETRE | Eii=] [} | 2019-04-01 16:00:18
8 R | Eiic) [ | 2019-03-01 15:00:18
g TreE | &] | 2019040115008 |
10 SHFTEE | FE ] | 2019-04-01 16:00:18
n = | SEsEs [&] | 2019.04-01 16:00:18
12 EMBENTTE | e [} | 2019-04-01 15:00:18
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2. Black and white list management (black and white list);
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